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ABSTRACT

Biometric recognition refers to a technology that identifies or verifies an individual after registering each individual’s
physical, physiological, and behavioral characteristics with an automated device. However, the biometric data used here
corresponds to personal information since it can identify an individual. Therefore, when it is compromised or misused, it
negatively affects the privacy of the data subject. In this paper, we review the current status of domestic laws related to
biometric information and the status of infringements related to this. And then, some biometric application models are
derived and vulnerabilities and countermeasures for each model are discussed. Finally, for the developer and service provider
of the biometric system, protection guidance is presented.
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Table 1. Application models of a biometric system
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